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1. Giris
e Proje Tanimi: TUm IT sureclerinin entegrasyonu ve otomasyonu.

o Hedefler: Otomasyonu artirmak, is yapis standartlarini iyilestirmek,
observability ve hiz saglamak.

2. Proje Kapsami
. llgili Standartlar ve Cergeveler:

o The Open Group IT4IT

o BDDK
o ITIL
o Agile

o Design Thinking
o 12Factor App
o
o Entegre Edilen Siregler:
o Proje Yonetimi
o Varlik Yonetimi
o Kurumsal Mimari
o ITSM (IT Service Management)
o CMDB (Configuration Management Database)
o SDLC (Software Development Life Cycle)
o Kod Kalitesi ve Guvenligi
o DevSecOps
o Kalite ve Glvence
o SLSA (Supply Chain Levels for Software Artifacts)
o Dependency Security
o Miksoservice ve Container dontsumu

o Container Runtime ve API Security
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. Business Pipeline Akisi
« Pipeline Tanimi: Sireglerin nasil bir araya getirildigi.
o Akis Semasi: Sureglerin birbirleriyle olan baglantilarini gésteren bir diyagram.

« Etkilesim ve Otomasyon: Hangi slreclerin otomasyona dahil oldugu.
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4. lyilestirme Stratejileri
o Projeye ele alis ve ilerleyisi: Design Thinking yontemi ile ilerlemektedir.

o Standartlarin Uygulanmasi: ITIL, IT4IT ve BDDK, PCI-DSS, SOX, KVKK
standartlarinin sureglere entegrasyonu.

« Otomasyon Araclari ve Teknolojileri:
o AzureDevOps
o OpenShift
o TwistLock
o FibulaCobas
o SonarQube
o Invicti
o Abakus
o Jira Project
o BMC ITSM&CMDB
o Prometheus/Grafana
o ElasticSearch
o Redis
o Kibana
o Redhat Quay
o PostgreSQL
o Backstage OSS
o Genesis :Veri Yonetim araci
o Line: Legacy Client Deployment Araci (Vakif Katilm Granu)
o Git aracina kontrol Addonlari gelistirdik
o SoanrQube’e ek kontrol pluginleri eklendi
o AzureDevOps Microsoft Test Manager

« Is Akislarinin lyilestirilmesi: Hiz ve etkinligin artirimasi igin yapilan
iyilegtirmeler.
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o Bir degisik talebinin tipi ne olursa olsun kaynagi ve bu kaynaga ait
isleyisi de dahil yasam déngustndeki tim birimler ve araclari birbirine
entegre ederek sureci sadelestirmek ve hizlandirmak.

5. Gozlemlenebilirlik (Observability)
« Tanim ve Onemi: Siireglerin gdzlemlenebilirligi ve performans izleme.

o Tek bir araytuzden anlik tim sirketin sahip oldugu surecleri ve bu
sureglerdeki arag ve akisa ait tim verileri anlik olarak takip edebilme ve
standart dis1 herhangi bir igslemin yapilmamasini saglamak.

e Kullanilan Araglar:
o ITSM:BMC
o Proje Yonetimi: Jira
o Varlik Yonetimi: Asset Plus
o Configuration DB: BMC
o DevOps Araci: AZureDEvOps
o Test Araci: Azure DevOps MTM
o Continious Delivery: AzureDevOps Pipeline
o Continious Delivery:
= AzureDevOps Release
= GitOps: ArgoCD
= Line (@VakifKatilim CD araci)
o SonarQube
o FibulaCobas: Kod guvenligi araci
o Twistlock Container Security Araci
o ElasticSearch
o SDLC Talep yénetim Araci: AzureDevOps Scrum
o GitOps: ArgoCD
o Developer Portal BackStage
o Container Orkastrasyon araci: Redhat Openshift
o Imaj reposu Redhat Quay

o Container Env.: CyberArk Conjure
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o Dynamic Dashboard: AzureDevOps, PowerBl, Atlassian Jira, BMC
o Impact Analysis: AzureDevOps, Abakus, BMC

o Invicti Pentest

6. Basarn Hikayeleri ve Sonuglar

o Basari Kriterleri:
o Tum arag ve suregler entegre edildi.
o Standartlagsma saglandi ve iglemler bu hattan gecerek canliya alindi.

o Her kademede ilgili birimler kendi raporlarini tek bir ekrandan anlik
izleyebilir duruma geldi.

o Etki analizi is birimi tGrlnleri ve teknik seviyede yapilabilir duruma
getirildi

o Sirketteki tum iglemlerin izlenebilirligi saglandi.
o Yeni teknolojilere gecis yapildi
o
« Ornekler:
o CAB surecleri disinda herhangi bir islem canliya alinmiyor.

o Birig canliya alinma surecinde tum ilgili is istasyonlarina tek ekran
Uzerinden ugruyor ve tUm birimlerin araglari otomaik olarak ayni
standartta tarama yaparak ¢iktilarinin ve kontrollerini tek bir kartin ilgli
bdlimlerinde bu verileri besliyor.
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Depandency Security (DWAST) Dependency License

o All Changes stored in screen Dora Metrics Tab.
o This data can reporting easyly in query and some charts reporting in
dashboard. (Team, Person, Project, Risk, Change Type etc)
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[0 Include workitems since previous!ly completed deployment (D)
Woridtem State (@

| $[Retease. Environmentname) l

Fitter by Workitem Current State (@

| proda Hazr |

Board Swimiane (1)

Board column (@O

| SReesse envionmentname) |
O Move to board column Done @

B Add Build as Development fink (@)

Update ‘Assigned To'* (@

Only if unassigned v
Updste Assigned To' with*
[ Requester of the bulld v |

[0 Bypassrules ©
B Fail the tasic when there are no workitems (D)

Commentstoadd ()

$(Release.Environmentname) Ortamina S{SyszemTeamP‘roﬂem orqesundelo S(Release.DefinitionName) ile §(Reiease.Deployment.RequestedFor) tarafindan
§(Release. EnvironmentName) oiarak § imber). kez S(ReleaseReleaseName) Release ile S(Release.Releaseld)
Release ID ile [le depioy ediidi, Release ba;l angig zaman:: $EReme.Der.ﬂoymsunhm,L

Figids toupdate (D

Custom.DeployCycieS(Ri Enviror ) ${Reease. AttemptNumber)
Custom.Releasalink ${Release.ReleaseWebURL)

okl i

Tegstoadd (@

$iReiease Environmentname)

Tags to remove (D

Dev
Test
Preprod
Prod

B

Control Options

All projects uses to One Templates pipeline and Infra as a codes standarts.

Infra As a Code App of Apps Argo CD Latest Metodology
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argocd-applications yam|

Comgane Bame

All Platform operations automated and standart of template Automation Jobs.

New Project, Project Template, Argo Resource and Helm Chars, Git Repos, Git
Branches, Git Policies, Project and Git Repo Permissions, SonarQube, TwistLock,
Fibula etc Securit Tools Creating same standart names via automation.

1 e

4 oweven

B s

) e

o CAB Self Managed and Control Dashboard
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=en Deskocart
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Templates and workflows via self Dashboard

I o7 esrbaonk G - 57 garkacok Cozurmen Team #
- Bl dewetim |G e Bacng

B e i g o D O et O Preoene band O Peme [ oo P
B Wi |- g i
L

E R

L&

T Oee

B Dy Py

L

& WoFagnes.

R

ERCE = Tmine

* Ebme

ER e

L]
@ B Change T » One Dashboard BirdEyes view on IT on demand
= E L 3 Vi s Betoag
a o W Iy G S TR S—. . I — PYR——— iy THO ap Wwmwcoomp Oy Peeees
! e ]
B
Lo
=
=
-
-
a
=
=
"
-
a &
L4 £ 0 e
! p i
2 O pom—"
- -
+ e
©
s O ' ' '

Genele Acik |
Public |

e

L

o 2o




o Team / Activity and Personal Capacity Management All Sprints

I:] Azure DevOps ko azure-di-scic Sprints
< azure-db-saic T O awre-db-sdic Team © *
ﬂ Ovarview Tasiboard Backiog Capacity Analytics  Timediner 4 Add user
! User Days off Activity CApacTy par gy
Abdurrahman Karatas DevOps King 0 cays Development B
£ Work items » - T
- o Aipay Biigic SoftwareOne Odays : Depiayment | 1
Design | 3
Cocumentation 1
() Sprints = -3
Reguirements 1
= Queries ; 1T
Testing | 1
B Deivery Pans - T
@ Batunan Kadik BT Kurumsal Mimari 0 cays Development 0
B Anaiytics views — -
. Betd! Asian Platform Sistemieri Yon...0 days Depioyment | 0
& Wigl Payground p—
Q Burak Kazodlu Piatform Sistemler .. 0 oays Cevelopment a
E Team Capacity ; :
. . Emre Goksel Piatform Sistemieri ¥6...0 cays Requirements | @
B My Activity 2 R
. Ercan Tlzdn Kurumss! Mimari ve |.. 0 days Unassignes | o
% Estimate :
Halkan Kocagaz Platform Sistemieri...0 cays Ceployment [
W Work tem Fiow Effcency 2 e d : 11
Development a
B e ;
Documentation | @
o Fioeines Reguirements | ¢
A Test Plans &} Hasan Feyzi Karadurnan Piatform 5.0 cays 0
|
i Artifacts @ Munammed Emin Turan Piatform .. 0 days Unassigred g
@ Murammes Enes Ates BT Kurumsa...0 days Unsssigned 0
@D Mustata Gliler Piatform Sistemieri .. O cays Unastignea 0
‘Sa::h Sahin Proje Yonetim Ofisi O days Unassigned | o
Team days off 0 cays These days off appiy to the whole team,

o All WorkItem Types Central Controlled by Workflow Rules and Conditions
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All processes

Lot Bter
+ hoew ruw
Anskrden Cab Onmyina gidemesin il o o
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L + New action
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Cab-Gaveniik-onay-gen-shiptal Sy Cancat
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A0~ Onay-Ue-planan-2aman-read-only ...

o Infrastructure Management and Monitoring Pages
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[
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D Pools Salf itroing and

Maintenance, Upgrade etc In same platform

5 Machuldhode s ot e [
All Bulld Nodes managed In same platfform for maintenance and upgrade

fobe Aper Delés Secrty Semigs  Wmnteewcrimny Ao
— and securlty and monitroing
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o Security Management Screen
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i Changa Team - Govenlik = #* & i Pt

01 Gnandik Dnays Bakdeyaniar (13)

Giwenkk Cnap Sakleyerier

st

02 Gveriik Onay Virilenler (720)

Sanar Gieankk Cnam Sekeyen Total -Tevelcpmant- (131
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o Infra Asa Code - GitOps via ArgoCD App of Apps Method with Helm
Templates

- . Applicanon Q apps APPLICATION DETAILS TREE
%! Argo CD

© APP DETAILS B APP DIFF m © SYNC STATUS D HISTORY AND ROLLBACK © DELETE C* REFRESH «

h B 5 B oo
i Applications
APP HEALTH CURRENT SYNG STATUS IMORE LAST SYNC RESULT MORE

W Healthy Q Synced ToHEAD (65531fa) Q Sync OK To 65531fa

Yuowr Hame «youlekeworkihop com» . !
¢ Adding the Ui service 18 GMT+0700)
Your Name «youleksworkshop coms
Update Ui service replicas

Auts sync @ Aot sratled
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7. Gelecek Adimlar
e Gelistirme Planlari:
o Veri ekiplerinin Otomasyonu
o Giivenlik otomasyonu faz 2
o Test slire¢lerinin otomasyonu

o IT altyapi slireglerinin (Infra as a Code with Requiements)
otomasyonu

o Sozlesme, Kontrol yoentimi ve 3rd party stadnart ve otomasyonu.
(SLSA)

« Egitim ve Farkindalik: Ekip Gyelerine yonelik egitimler verildi. DevOps Guild
ile DevOps elcileri strece dahil edildi.
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