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Guvenlik
Yonetilen
Hizmetleri

7/24 izleme

Insan, Siireg, Teknoloji Oran

KVKK - SOME
Uyumluluk

1500 Maddelik Sartname
40 Yuklenici Firma Katilimi
20 den Fazla Urin&Marka De§.

6 Ay Urin Segimi Teknoloji sireg
6 ay Altyapl Projesi - Teknoloji - Teknolojik Yatirim (Siem, EDR, DLP vb.)
+ insan : Nicelik, Nitelik, Farkindalik, Denetim
7 Ay Kur. Ve Devreye Alma - siireg : Planli Is Akisi (Mudahale, izleme, Analiz, Surekli

iyilestirme, Raporlama)
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CENGIiZ. IT Giivenlik is Akis Hizmet Dénglisii
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Devam Eden Guvenlik Projelerde
Yayginlastirma ve Entegrasyon

%75 %50
0
%80 %3 %50
Guvenlik SOC
VEEIER 7/24 1zleme
Hizmetleri
Kasim 2023 Kasim 2023 " Arahk 2023

2023 Aralik Sonuna Kadar Alinmasi Planlanan Urlinler ve Projeleri
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Microsoft Teams Planner ile Proje Takibi

Durum

14

Kalan gdrevler

Baslatimad 6
Sdriyor 0
Gecikt 8

arnamiand 0

DISARIDAN DESTE...

TORK TELEKOM PS...

External PAM Lisans: Yaren Temur

Barikat

o) Barikat ‘r'Bnet.iIz_an Hzme.t Ekibi
(SecOps) - Erigim Paneli

Yapilacaklar

() PAM Server Erisimi - Telekom Dc

() httpy/chde-zbx-01:5081/zabbix php?actiol

() http://10.1.97.200:3000/dashboards Erigimi
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External PAM Lisans: ‘Yaren Temur
Barikat
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' (SecOps) - Erigim Panali

Yapilacaklar

PAM Server Erigimi - Telekom Dc
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DISARIDAN DESTE...

Onemii Orta

TURK TELEKOM PS...

External PAM Lisans: Yaren Temur

Barikat

O Barikat ‘r"énet.i\z_an Hzme.t Ekibi
(SecOps) - Erigim Paneli

Yapilacaklar

(_) PAM Server Erigimi - Telekom Dc

() hitpy/fchde -zbx-01-8081/zabbix php?action

() httpy/f10.1.97200:3000,/dashboards Erigimi

Diisilk



CENGI1Z. Minimum Yetki Prensibi & Kimlik Yonetimi

G

Siire¢  :+10
Insan 1420

AD Migration ve Delegasyonu (2021-2022)
Katmanh Mimari (2022) - TO0, T1, T2
Servis Bazli Yetkilendirme (2022-2024)

Personel Bilgisayarlarindaki Local Admin Yetkisinin Kaldiriimasi
(Hedef Aralik 2023)

Firewall — AD Entegrasyonu (OU ile Yonetim) (Hedef Aralik 2023)
Proxy — AD Entegrasyonu (OU ile Yonetim) (Hedef Aralik 2023)

VPN MFA Dogrulama (Holding 2022)



/e(HZEEJILVD I,iNZ{3 Backup Replication Projesi

o ! I'. HEdEf e 2t
_ Backup & Backup Copy Topology

. VSMART Yonetilen Hizmetler

e  Sabit Bant Genisligi

. QNAPVeeam Immutable

EXAGRID

*  Exagrid Yatirimi

« ITOCile 7/24 izleme

Durum

20

Kalan garevier

Baglatimadi 1




Hedef Client Backup Projesi (Taslak

Siire¢  : 45

Masaiistii ve Belgelerim

v

OneDrive Sync
(Group Policy ile)

v

0365 Verilerin
Veeam ile Exagridlere
Yedeklenmesi

Microsoft 365
VEESAM
[i L | 't Backup for Office 365

L ot

Insan 1 +10

qg.

\vl

.

OneDrive

v

] Office 365

VeecAM

EXAGRID

Silinmeye Karsi Koruma (TT DC)



@(HZEENQINZG Merkezi internet ve Azure Hizli Erisim Tekmloji_+2

Sure¢ :+0

Insan 140

>

Microsoft Azure é FortiClient VPN

Remote Access Agent
ExpressRoute

DESTEL
F Fo RCE pOI NT Active Directory Ep “ I
™ BARIKAT A
»siber Gavenlik wemense v ARKSOFT
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MICRDO°
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Certified Professional

\_/
. 3

Discover Modiillii ile
Envanter Kesfi

Microsoft*

System Center
Configuration Manager

Typical ( Use Cases
Fework JAccess cf\.
...........

Network Dahil Olan
Cihazlarin Kontroliinii
Ele Gegirme

Microsoft*

System Center
Configuration Manager

-

MIERD
FDI:UE

Certified Professional

Service Service
Catalog Desk

Knowledge,
Policy and
Procedure

Incident
Management

Problem

Asset
Management Management

Change
Management

Teknoloji : +2
Siire¢  :+5
Insan 1 +5

|

Adapters Hostname

HASNGCHI IR UX ®  rosnamerion
ROV DEOwr hostnarme-1290
RE0Ovm @ B N0 hostname-1959
BN L E TR hostarne-2628
mASE OO iImvm hostname-3296
HAN OB U hostname 3964

Domain

octoxlabs.external

octoxlabs.external

octoxlabs.local

octoxlabs.local

octoxlabs.external

octoxlabs.local
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2023

- Ek Farkindalik Egitimleri
' « Uran Egitimleri (KVKK) TOPLAM
INSAN

* Denetim PUAN: 90

2023
* Prosedurler TOPLAM
SUREC e 1S027001 PUAN: 85
 ITSM (IT Sure¢ Yon.)
2023

* Yeni Tekn.Yatirnmlari
@ Illllg\c/:cut Tekn. Geligimi ;’l(])::\.'Al;llg
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